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Abstract. The substations are important parts of modern electrical grids. In this sense, it is necessary to
detect the anomaly and problems in it. In this paper, we study on the information detection in substations
based on traditional anomaly detection algorithms. The data flow from the background information is
represented by feature vectors. And those from the historical data are used to build the background
references. Afterward, the feature vector of the input data flow is examined using the anomaly detection

algorithm. Based on the results, the anomaly in the background information in the substations can be found
and located. Then, some high-precision identification algorithms can be further employed to recognition the
type of the problems. In this way, the problems occurred in the substations can be found and solved in time.

1 Introduction

The safety of modern electric grids is closely related to
people’s daily life. As an important part of the electrical
system, the protection of substations are important tasks
to manage the smooth operating the whole system [1-3].
Many previous works focused on the protection of
substations using measures including backup protection,
logic visualization, fault analysis, etc. [4-12]. With a
large amount of information in the substations, the states
and conditions can be inferred or judged from these data.
When there are anomalies occurred, the system should
immediately make responses and send the alarms to the
works. Therefore, it is necessary to research on the
information detection algorithms about the substations.
In this way, the occurred problems can be found and
handled in time to avoid the corruption of the whole
system. To some extent, the previous fault analysis or
diagnose did this job but it focused on the faults. In fact,
there many much more anomalies in the substation
information while should also be considered [13-16].

In this paper, we research on the background
information detection method in substations based on
traditional anomaly detection algorithms. The anomaly
detection tends to find the information with great
differences with the background. It is a typical
unsupervised classification representative and can be
implemented with high efficiency. In the previous works,
the anomaly detection algorithms were successfully
applied to image processing, target detection, etc. [17-19].
This paper applies anomaly detection techniques into the
information detection in substations. For each data flow
from the background information, it is first converted to
feature vectors. Then, it is compared with the
background feature vectors and the divergence is

calculated. When the differences are higher than a preset
threshold, the feature vector is judged to be an anomaly
one and the corresponding data flow is assumed to be an
anomaly one. Afterwards, more precise measures can be
taken to recognize the types of the anomaly and the
workers can deal with the problems. With the help of
anomaly detection, the problems occurred in the
substations can be found and located in time. Then,
corresponding measures can be taken to deal with these
problems.

2 Basic Theory of Anomaly Detection

Anomaly detection can be seen as a binary classification
problem, in which the input is judged to be a normal or
anomaly sample. The mathematical model is formulated

as a binary hypothesis test given as follow:
{H,:r=n
%Hl r=s+n

(1

In Equation (1), the hypothesis /, indicates there is
no anomaly and the hypothesis H, indicates there is an

anomaly signal s. Here, n represents the background,
which provides references for anomaly detection. The
background reflects the properties of most of the data
flows. When a new input has notable differences with the
background, it is assumed to be an anomaly one.
Generally, the binary hypothesis test in Equation (1) can
be solved in a statistical way. At first, the statistical
distribution of the background can be modelled based on
the approaching of large amount of data. Afterwards, the
new input is fitted with the statistical model and calculate
the residual. When the residual is large enough (usually
compared with a threshold 7), the input is judged to be
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anomaly. On the contrary, it is assumed to share similar
properties with the background. So, in this situation, it is
judged not an anomaly.

With the development in previous years, the anomaly
detection algorithms became more and more stable.
Many new proposed technologies were also used in it
such as sparse representation, deep learning models. It is
assumed that the anomaly detection method could
operate with high efficiency to find and locate the
abnormal samples in the large amount of data flows. For
the background information in the substations, they are
important in the monitoring of the whole system. So, the

anomaly occurred in them should be carefully considered.

For the implementation of the anomaly detection
algorithms, the historical data in the substations could
provide the background references in Equation (1). So,
for the test sample, it can be processed and judged
whether it is an anomaly or not. In this sense, the
traditional anomaly detection algorithms can be
effectiveness used in the information detection in
substations.

3 Application of Anomaly Detection in
Information Detection in Substations

In this paper, we apply traditional anomaly detection
algorithms into information detection in substations. The
main objective is to quickly locate the potential threats in
the dataflows from the background information in
substations. The basic procedure is illustrated as Fig .1,
which can be summarized as following steps:

Step 1: Feature generation: the original data flows in
the substations may have high dimensions. In order to
enhance the detection efficiency, some feature
generations methods can be employed to reduce them to
low dimensions.

Step 2: Construction of the background feature
vectors: based on the large amount of historical data,
their feature vectors are generated to construct the
background references for the anomaly detection
algorithms.

Step 3: Detection of the anomaly for a new input: for
a new input, its feature vector is first generated as Step 1.
Then, the anomaly detection algorithm is performed on it
based on the background references from Step 2.

After the information detection, a certain input is
judged to be a normal one or anomaly. Once an anomaly
is reported, the system further classifies it as a certain
type of threats. Then, the system could guide the works
to handle these problems.

Background references

Historical data 7y
Feature
generation
Input data

Anomaly detection

Anomaly

Fig. 1 Basic procedure of applying anomaly detection algorithm into information detection in the substations.

4 Conclusion

In this paper, we research on the information detection in
substations based on the anomaly detection algorithms.
The background references are first established based on
the historical data in the substations using some feature
generation methods. For the input data flow, it is first
converted into the feature vector and then processed by
the anomaly detection method. And the results will
report whether it is an anomaly. Based on the
information detection, the problems occurred in the
substations can be quickly located for the further
identification. Consequently, the workers can take
measures according to the reported alarms to fix the
problems. So, using these technologies, the substations
can be more robust. In the future researches, we will

continue the study on the high-precision identification
methods of the anomaly occurred in the substations.
Using these methods, the detailed type of the anomaly
can be confirmed to better help the workers to solve the
problems.
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