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Abstract. In the modern world, the information environment has a significant impact on a person. An
uncritical attitude to information coming from various sources gives a chance to public opinion
manipulation. Considering this, it is necessary to ensure the information security of the society. The authors
of this article have developed a model of the criterion of taking into account the effect of information
processes on the safety of human activity. As a further perspective of research, it is proposed to form a
criterion (rule) according to which a decision will be made on the degree of supplying a person with
information required to make adequate decisions in the process of life activity.

1 Introduction

The twenty first century is the age of information
technology. In a small period of time, people made a
technological breakthrough. As a result, the information
environment began to expand and become more complex
with great speed [1]. It is already now becoming obvious
that the social sphere of activity human, like all others, is
being subjected to informatization [2].

By developing and creating new technologies, a
person creates new dangers. The appearance of the
Internet has made it possible for everyone to find
information of interest to him: films, books, music, as
well as personal data of any other person. Despite the
fact that people themselves are ready to tell everything
about themselves in social networks, the state strives to
protect personal data [3, 4]. However, modern
approaches already in the near future will not be able to
provide an sufficient level of security [5].

Another most frequent phenomenon of the twenty-
first century is the information war [6]. At the moment, it
has become possible to realize state coups, to set against
each other citizens of different countries, via the impact
of negative information on the population. Hence arises
the need not only to provide people with access to
information, but also to protect against false, specially
created information [7, 8].

Each person at any time carries out information
processes, that is, using any technical devices, collects,
processes, transmits, encodes, stores or searches for new
information. Therefore, it is important the fact that any
information process influences, changes the world
around [9-11].
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2 Methods

Academician of the USSR Academy of Sciences P.K.
Anokhin in his research, in particular in the Theory of
Functional Systems, showed that a person’s decision is
carried out according to the «arousal» - «recognition» -
«reaction to the situation» scheme [12]. Guided by this
principle of three components and based on the law of
preserving the integrity of an object, which allows to
obtain the condition for the existence of a process, it is
possible to implement a synthesis of a decision-making
model [13-15].

The decomposition method makes it possible to
divide the solution into three components: «situation»,
«information and analytical work» and «solution»
(object, action, destiny, respectively). Via the method of
abstraction, can match the object, action and purpose
with the average time of occurrence of the problem
(Atgp), identification of the problem (Atjp) and
neutralization of the problem (Atn,), respectively (Fig. 1)
[16].
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Fig. 1. Stages of decision making and their periodicity.
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Fig. 2. Model of the criterion of taking into account the effect of information processes on the safety of human activity.

To form an adequate solution, the three basic
elements must satisfy the following inequality:
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In other words, the total average time spent on
identifying the problem and neutralizing it should be less
than or equal to the average time the problem appeared.
Only in this case, the person will be able to form and
make an adequate decision.

It is also important to take into account the fact that
constantly there is a need for a person to obtain the
information required to solve specific problems facing
him, that is, man possesses an information need. And the
more this need is satisfied, the better and more
efficiently human activity will be carried out. In other
words, the probability that each task, arises front a
person, is recognized and resolved within the limits
imposed on information, activity and environment
resources (Pf) must be equal to the measure of
information need (Pin) [16].

3 Results

Thus, it is possible to form a model of the criterion of
taking into account the effect of information processes
on the safety of human activity (Fig. 2).

An individual and society as a whole carries out its
activities, which must be controlled and managed [17].
The decision of the person is the basis of management,
and it, in turn, comes down to the formation of the
process of vital activity. It is in this process that

humanity creates information
environment.

Any decision is based on a specific model.
Depending on the subject area in which it is necessary to
solve the tasks, a person must have different models. At
the same time, it is important to remember that in order
to form an adequate solution, a person must rely on an

adequate model.

and develops the

4 Discussion

In this regard, it is necessary to form a criterion (rule) to
which a decision will be made on the degree of a
provision person of the required information to make
adequate decisions in the process of life activity.

The possibilities of mass media are increasing, and
the means themselves are becoming an increasingly
important factor in the existence and development of
man. The information on which a person relies builds his
reality and determines his world perception. In the
conditions of wide availability of information, it is
important to remember that one should be conscious
person in the perception of incoming data from the
information environment.
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