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Abstract. The expansion of digital technologies in all spheres of human 
life determines the digital transformation of education. This is due to the fact 
that the digital transformation of education brings the educational system 

itself in line with the requirements of the technological revolution and allows 
students to obtain relevant digital competencies in order to be qualified 
personnel for the economic sector. In connection with the digitalization of 
education and the active use of information technologies in the educational 
process, the requirements to the faculty of higher education are also 
changing. This became especially noticeable over the past year, when 
universities worked in a remote format. Therefore, the authors of the article 
turn to the issue of digital literacy of modern higher education teachers. 

Based on the structurally functional theory of T. Parsons, the modernist 
concept of E. Giddens and the theory of determination of human behavior 
by A. Maslow, it is shown what competencies a modern higher education 
teacher has in the context of the digital transformation of education. Based 
on the analysis, it should be noted that digital competencies include 
competencies related to information literacy, skills for interaction in an 
electronic environment; the ability to generate digital content; ensuring the 
safety of the physical and psychological health of users; the ability to 

identify and eliminate technical problems when working with digital 
devices. Digital literacy of teachers is the mastery of a set of the listed 
competencies. In general, the digital literacy index of university teachers is 
quite high, but unlike young people, teachers trust technological innovations 
to a lesser extent, which reduces their willingness to actively work with the 
digital educational environment. In our opinion, modern teachers need to 
transform their attitude to digitalization with the help of high-quality training 
in working with a digital educational environment. 

1 Introduction 
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Currently, we are actively observing the expansion of digital technologies in human life. The 

introduction into life of each "fruit" of technological progress causes a person to plunge into 

a completely new world - the world of high technologies, which radically transforms all 

spheres of human life.

Based on the forecast of the socio-economic development of Russia until 2036, we can 

note that digitalization and technological modernization of the economy and the use of new 

technologies ensure higher labor productivity. An important role is played here by adjusting 

the education system: mainly - the digital transformation of higher education.

Thus, education does not stand aside from digital transformations, since it is impossible to 

build a digital environment without qualified personnel with high digital competencies. In 

addition, the digital transformation of education brings the educational system itself in line 
with the requirements of the technological (digital) revolution.

The spread of digital technologies expands opportunities for each person, provides 

unlimited access to various digital tools, materials and services. The digitalization of higher 

education is aimed at creating student interest in learning, and represents an expansion of 

opportunities for teachers and students for interactive work and control of educational 

material. The digital transformation of education not only expands the capabilities of teachers 

and students, but also requires the actors of the educational process to acquire new 

knowledge, skills, and abilities to work effectively with digital tools, materials and services.

With the use of information and communication technologies, the traditional educational 

process is changing, as well as the role of the teacher in the new educational environment is 

being transformed. The activities of a modern higher school teacher are aimed at spreading 

new models of organizing educational work with students. In this regard, along with 
considering the effectiveness of digitalization of education [1] and the risks of this process 

[2] described in the works of modern researchers, it is important to study the readiness of 

teachers for digital transformations and their digital competencies to work in the new 

educational space.

As part of this research work, we turn specifically to the digital literacy of modern higher 

education teachers, which will help to look at the problem of digitalization from a different 

angle.

2 Methodology
The modernization of education is of concern to the minds of many contemporary 
researchers. The issues of reforming the educational structure are considered from different 

angles and affect different aspects of education [3; 4]. Researchers pay special attention to 

the Bologna education system [5]. Great interest is also aroused by the digitalization of 

education: the positive aspects of this process and the risks [6].

Among the aspects that concern scientists involved in the digital transformation of 

education are the following: the use of information and communication technologies in the 

educational process [7], the development of online courses and the introduction of distance 

learning into the education system [8; 9], the creation of a unified digital educational space 

[10]. Researchers also address the issue of studying the competencies of scientific and 

pedagogical workers related to digital literacy, which will make it possible to fully use digital 

technologies in the educational process [11].

In 2020, due to the fact that the world was faced with a new infection, which complicated 
the epidemiological situation in many countries of the world, many processes began to go 

into remote mode. The process of teaching students was no exception. Universities of the 

world were actively involved in remote work with students. It is worth noting, that many 

Russian universities did not actively use distance learning as part of the educational process 

until 2020. Most often, universities included elective online courses in the curriculum. But 
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already at the beginning of March 2020, absolutely all Russian universities had to master 

distance work, transform the educational environment, and teachers had to adapt their 

disciplines to the online format using various distance technologies and methods. Analyzing 

the data of many empirical studies concerning the views of students and teachers of Russian 

universities towards distance learning, we see that both students and teachers note the lack 

of digital competencies for effective distance learning. Many universities promptly 

developed and began to implement teacher-training programs aimed at mastering modern 

technologies for working in a distance format, which, in turn, speaks of the relevance and 

importance of this issue for the entire education system.

In our opinion, it is very important to address the problem of digital literacy of modern 

higher education teachers; this will help to understand the readiness of teachers for the 
digitalization of education in general and to determine their role in the educational space 

using distance technologies.

In connection with our goal, we turn to education as one of the important social institutions 

(M. Weber). Considering education as a social institution, we see that education is a set of 

institutions and organizations that perform the function of enlightenment and upbringing. The 

structural-functional approach (T. Parsons) allows defining all the functions of this 

institution. Moreover, since education is a system, modernist changes (E. Giddens) lead to 

the transformation of the structure of the educational system and its functions, which is 

reflected in the role of teachers within the framework of this transforming structure, which 

can be traced using A. Maslow's theory of human behavior determination.

Thus, the analyzed scientific literature regarding the selected problem field of research 

and the urgent transition to distance work in the educational process of higher school shows 
that it is very important to turn to digital literacy of the teaching staff of higher education, 

which will help us assess the readiness of teachers to digitalization of education.

3 Results
In order to determine the essence of digital literacy of modern higher education teachers, we 

turned to the definition of digital culture, to ways of expressing the digital transformation of 

education, and defined what digital competencies are.

Digital culture is the understanding by the population of modern information transfer 

technologies, their functions, as well as their correct and effective use both in work and in 

everyday life [12; 13].
The digital transformation of education is associated with the introduction of a digital 

educational environment using information and communication technologies in the 

educational process, with the formation of models for organizing distance learning based on 

online courses, the active development of digital teaching materials and tools, which can 

include communication of teachers and students with the help of digital platforms and digital 

assessment of students through special electronic resources [14; 15].

The digital revolution is now at its peak, so the introduction of new technologies in the 

educational process and the formation of new learning models requires special competencies 

from the teaching staff. Competencies are a range of issues in which a person is aware and 

within which he has practical knowledge and experience. The competence of a teacher is a 

set of characteristics of knowledge, abilities and skills that are internalized by the individual 

and manifested as the ability and readiness of the individual to design actions when solving 
various labor problems.

For the effective fulfillment of his work activity, a modern teacher must have a set of the 

following competencies: cognitive; socio-psychological; managerial; informational; 

communicative; digital; competence in health preservation [16; 17]. These competencies 

allow teachers to be successful in their professional activities. However, in the light of the 
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active digital transformation of education, the digital competencies of teachers, their digital 

literacy, are of particular importance.

Digital competencies include competencies related to information literacy, that is, the 

ability of teachers to find and critically evaluate information in the digital environment, on 

various information resources; they also include skills for cooperation and interaction in an 

electronic environment: knowledge of the rules and norms of behavior in the process of 

digital communication; the ability to form digital content, the ability to protect personal data; 

ensuring the safety of the physical and psychological health of users; as well as competencies 

related to the ability to identify and eliminate technical problems when working with digital 

devices [18; 19].

Digital competencies constitute the digital literacy of a higher education teacher. Digital 
literacy is a system of knowledge, skills and attitudes that are necessary for a modern person 

to live in a digital society, and for a teacher to work successfully in a digital educational 

space. As defined by the United Nations: “digital literacy is the ability to safely and 

appropriately manage, understand, integrate, share, evaluate, create and access information 

through digital devices and networked technologies to participate in economic and social 

life” [20].

Do higher education teachers have sufficient digital literacy to actively engage in distance 

learning? Are they ready for the digitalization of education and can they effectively use 

digital technologies in the educational process?

We tried to find answers to the questions posed in the secondary analysis of empirical 

research data. The results of a study conducted by the analytical center "NAFI" show that the 

practice of using digital technologies by university teachers is as follows: 1/3 of respondents 
believe that about 40% of their colleagues either do not use digital technologies at all, or use 

them very rarely. However, it is also noted that about 85% of university teachers are active 

users of the Internet, 2/3 of teachers are interested in new applications, and about 60% are 

actively using social networks.

Thus, we see that the majority of university teachers keep up with the times and 

demonstrate high rates of digital literacy (Fig. 1).

Fig. 1. Educators opinion on the effectiveness of simulations

When measuring digital literacy, the analytical center "NAFI" used such an indicator as 

the digital literacy index. The digital literacy index of university teachers is determined in 

accordance with the correlation of indicators such as information literacy, computer literacy, 
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communication literacy, media literacy, attitude to innovation. According to NAFI estimates, 

the digital literacy index of university teachers is 88 points out of 100, but it should be noted 

that, in comparison with young people, the indicator of attitude to technological innovation

is reduced. Of course, here the younger generation gives a head start to teachers, since they 

treat various innovations with greater ease than teachers do. Teachers, in turn, strive to be 

more traditionalists, although due to their professional service, they are forced to work with 

new technologies, but sometimes they do not trust them.

Despite the fact that the level of digital literacy of modern higher education teachers is 

high, and they have enough knowledge, skills and follow the correct guidelines, their 

readiness to actively use information technologies in the process of educational activities and 

online learning is not so great, therefore, the digital competencies of higher education 
teachers require additional development. In our opinion, high-quality training in working 

with a digital educational environment will help increase the readiness of higher education 

teachers. We believe that as part of such training, it is necessary to familiarize teachers with 

the opportunities that the distance format presents for digital communication with students 

and the scientific community. Training should be aimed at developing teachers` skills to 

create electronic materials and exchange them with colleagues in the cloud. In addition, 

university staff must learn how to protect information, to use digital technologies creatively 

for solving various educational and extracurricular tasks.

Currently, in Russia, the state pays special attention to the development of the higher 

education sphere associated with the training of qualified personnel for priority sectors of the 

digital economy. Innopolis University has been chosen as a supporting educational center 

that will train personnel for the digital economy. In Innopolis, a program of additional 
professional education has now been developed and started to be implemented, where 

students, including higher education teachers will be taught the competencies that are in 

demand in the digital economy in the non-digital areas of the real sector of the economy. In 

practical classes, which held on a special platform, teachers will be able to analyze the higher 

educational programs. In addition, they will receive feedback from experts on the updated 

work programs of disciplines and the main professional educational program in order to 

introduce into these documents the necessary digital competencies a student must master 

during his training at the university.

4 Conclusions
Currently, the digital transformation of education is actively taking place, which is associated 

with the formation of a digital educational environment, where actors of the educational 

process use information and communication technologies. Digitalization of education is the 

formation of models for organizing distance learning through the development and 

implementation of online courses, the development of digital teaching materials and 

communication of teachers and students using digital platforms.

The quality of the educational process in higher education largely depends on the 

proficiency of information and communication technologies by university teachers.

The analysis of scientific literature and empirical data has shown that in order to fulfill 

their work activities effectively, successful teachers must have the following competencies: 

cognitive, socio-psychological, socio-organizational, information and computer, creative, 

(digital) communicative. In light of the active digital transformation of education, the digital 
competencies of teachers and their digital literacy are of particular importance.

The secondary analysis of empirical data shows that, in general, modern higher education 

teachers have a high digital literacy rate, but the willingness to use information and 

communication technologies in the educational process is not high, because modern teachers 

do not accept innovations very quickly.

E3S Web of Conferences 273, 12035 (2021)

INTERAGROMASH 2021
https://doi.org/10.1051/e3sconf/202127312035

 

5



In our opinion, high-quality training in working with a digital educational environment 

will help increase the willingness of higher education teachers to work in a digital educational 

space. Currently, Innopolis has developed and started implementing a program of additional 

professional education, where students will be taught the competencies that are in demand in 

the digital economy in the non-digital areas of the real sector of the economy*.

* Research was financially supported by Southern Federal University, 2021 (Ministry of 
Science and Higher Education of the Russian Federation).
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